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FortiGuard Al-powered

Security Service Offerings

FortiGuard Al-powered Security Services offer a comprehensive array of security
capabilities to protect applications, content, devices, network, and web while also
providing security technologies for NOC and SOC teams.

You can choose our strategically curated high-value bundles tailored to meet

your unigue business requirements or customize your security strategy by
ordering individual services a la carte.

FortiGuard Bundles Enterprise

Protection

Saa$ & Data
Security

Unified Threat
Protection

Zero Day
Threats

Web/DNS
Security

Advanced Threat
Protection

Network & File
Security

FortiCare Premium

All bundles include FortiCare Premium Services featuring 24x7x365 availability, 1-hour
response for critical issues, and next business-day response for non-critical matters.

CORE ELEMENTS OF FORTIGUARD BUNDLES

Network and file security: consists of IPS to monitor network traffic, analyzes for malicious
content, and uses Al/ML for real-time threat detection with virtual patching, while antimalware
offers real-time defense against all threats, enhances protection through threat intelligence,
and provides multilayered security. Application Control enhances security compliance and offers
real-time application visibility.
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CORE ELEMENTS OF FORTIGUARD BUNDLES

Web/DNS security: offers Web Filtering which stops web-based threats, blocks malicious
sites and content, and checks email links for potential threats. IP reputation and antibotnet
prevents botnet communication, blocks DDoS attacks from known sources, and offers "set and
forget" functionality. DNS security defends against DNS attacks, encrypts DNS traffic for user
privacy, and ensures DNS reliability with FortiGuard filtering. Additionally, it Includes DNSSEC,
DNS tunneling blocking, protection against DNS flood attacks, and defends against DoS/DDoS

attacks.

SaaS and data security: consists of DLP, which ensures data visibility and protection across
networks, clouds, and users, simplifying compliance and privacy implementation while inline
CASB protects data in motion, at rest, and in the cloud, enforces major compliance standards,
and manages account and user threats and cloud app usage. The Attack Surface Security
Service provides security and compliance assessments and risk ratings and discovers and

classifies loT devices and remediates their vulnerabilities.

Zero-day threat prevention: provides inline malware prevention to analyze and filter unknown
files in real time, offering subsecond protection against zero-day threats across all NGFWs.

The built-in MITRE ATT&CK® matrix accelerates investigations, reducing breaches and security
overhead. It focuses on comprehensive defense by blocking unknown threats while streamlining

incident response efforts.

FortiGuard
Security Services

Data Loss Prevention
Block data breaches and exfiltration.

Inline Malware Prevention
Block unknown malware including ransomware
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::? Block access to malicious domains and web
& sites (Malware, Phishing and Spam sites).
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: Advanced Malware Prevention

Block known malware including ransomware
(@ T based on signature-based detection.
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Malware

Intrusion Prevention System

Block vulnerabilities and exploits
through network traffic inspection.
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When it comes to
choosing the right mix
of services to secure
your organization’s
attack surface, where
do you start and what
comes next? Use the
pyramid as a guide for
your selection of the
right bundle to address
your organization’s
requirements from

the vantage point

of securing your
organization against
types of threats
appropriately matching
the security coverage of
your attack surface your
organization needs.
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PRODUCT OFFERINGS

For FortiGate hardware, virtual machines, and software-as-a-service (SaaS):

INDIVIDUAL BUNDLES

FortiGuard Security Services A La Carte Enterprise
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Intrusion Prevention System (IPS)

Advanced Malware Protection (AMP)

Antivirus

Botnet

Mobile Malware

Outbreak Prevention
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Sandbox Saa$ (Detection Only)

Al-based Inline Malware Prevention

Web Security

Web and Content Filtering

Secure DNS Filtering

Video Filtering

Attack Surface Security Rating

loT Security

Security Self-check

Inline SaaS Application Security (CASB)
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Data Loss Prevention

OT Security

OT Device Detection

OT Virtual Patching

OT Industrial Signature
SD-WAN and SASE Services

SD-WAN Underlay Bandwidth and Quality Monitoring

SD-WAN Overlay Orchestration Management

SD-WAN Connector for SASE Secure Private Access

SASE for FortiGate (including 10 Mbps)
NOC and SOC Services

FortiConverter

FortiManager Cloud

FortiAnalyzer Cloud

Indicator of Compromise Detection

Outbreak Alerts

Managed FortiGate (NOC)

SOC-as-a-service
FortiCare Support Services and Included Services

Premium

Elite
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PRODUCT OFFERINGS

Base Updates Services (Included with all FortiCare Support contracts)

Application Control @ @ @ @
Inline CASB Database @ @ @ @
Device/OS Detection @ @ @ @
GeolP Updates @ @ @ @
Trusted Certificate Database @ @ @ @
Internet Service (SaaS) Database © © © ©
DDNS (v4/v6) © © © ©
Important Add-ons A La Carte Enterprise UTP ATP

FortiDeploy Add-on (1 unit per P.O. to route all FortiGates for Zero Touch provisioning)
FortiCloud Premium Add-on
Add-on

FortiAnalyzer Cloud Storage Top-up




ORDER INFORMATION

The following provides an example for the FortGate 60F:

Bundles

Hardware and Service Bundles

FG-60F plus Enterprise Bundle
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FG-60F-BDL-809-DD

FG-60F plus UTP Bundle
Service Bundles

Enterprise Bundle

FG-60F-BDL-950-DD

FC-10-0060F-809-02-DD

UTP Bundle

FC-10-0060F-950-02-DD

ATP Bundle

FC-10-0060F-928-02-DD

A La Carte

Hardware and Support

FG-60F

FG-60F

24x7 FortiCare Support

A La Carte - FortiGuard Security Services

FC-10-0060F-247-02-DD

IPS FC-10-0060F-108-02-DD
AMP FC-10-0060F-100-02-DD
Web Security FC-10-0060F-112-02-DD

Al-based Inline Malware Prevention

FC-10-0060F-577-02-DD

10T Detection and Virtual Patching

FC-10-0060F-231-02-DD

OT Signature
A La Carte - NOC/SOC Services

FortiGate Cloud

FC-10-0060F-159-02-DD

FC-10-0060F-131-02-DD

FortiAnalyzer Cloud

FC-10-0060F-585-02-DD

Managed FortiGate (NOC)

FC-10-0060F-660-02-DD

SOC-as-a-service (including FortiAnalyzer Cloud)

FC-10-0060F-464-02-DD

Security Fabric Rating and Compliance Service

FC-10-0060F-175-02-DD

FortiConverter Migration Service

FC-10-0060F-189-02-DD

FortiGuard Bandwidth Monitor Service
Frequently Ordered Together

FortiDeploy (order 1 unit per Purchase Order to route all devices to FortiDeploy ZTP portal)

FC-10-0060F-288-02-DD

FDP-SINGLE-USE

FortiCloud Premium

FC-15-CLDPS-219-02-DD

FortiAnalyzer Cloud Log Storage Add-on (FC1/FC2/FC3 = 5/50/500 GB/day add-on to
cloud account)

FCx-10-AZCLD-463-01-DD

]
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FREQUENTLY ASKED QUESTIONS

How does the ordering process work?
Consider in three parts:

1.  New Order. Do one of the following:
a. Order the hardware with a bundle that includes FortiCare and FortiGuard service
b. Order hardware-only (a La Carte), and add FortiCare and FortiGuard services to it.

2. Renew Services
You can order service renewals as bundles or a La Carte and applied to the device under the FortiCare account. Services
will be extended based on the contract purchased.
NOTE: Renewal services purchased with a FortiCare quote ID generated by Disti are automatically registered to the serial
number.

3. Add Services to an Existing Unit
Normally, customers want to align the end date, so that all components (existing and new) renew/expire together. This can
be performed with a co-term. You can request a co-term quotation to your Fortinet-authorized partner.

NSE TRAINING AND CERTIFICATION

Security Operations (SOP)

Instructor-led learning explore the practical
use of Fortinet security operations solutions to
detect, investigate, and respond to Advanced
Persistent Threats (APTs). Comprised of theory

lessons and hands-on labs, this course will guide

you to understand how to execute advanced
threats, how threat actors behave, and how
security operations handle such threats.

Web Application Security (WAS)

Instructor-led learning explore web application
threats and countermeasures focused on
Fortinet solutions. Comprised of theory lessons
and hands-on labs, this course will guide you
from the very motivations of attacks on web
applications through to understanding and
executing attack techniques,

recognizing such attacks, and, finally, configure
Fortinet solutions to mitigate them.

. FT-CST-SOP- CST-SOP Training — 2days
. FT-CST-WAS- CST-WAS Training — 1 day

Certification Exams
No certification

Visit www.fortinet.com for more details

Pre-requisites (SOP)
« You must have an understanding of the topics covered in the following courses, or have equivalent
experience:
» Basic knowledge of security operations
» NSE 4 FortiGate Security
NSE 5 FortiSIEM
« NSE 7 FortiSOAR Design and Development
« |tis also recommended that you have an understanding of the topics covered in the following course,
or have equivalent experience:
» NSE 7 Advanced Threat Protection

Pre-requisites (WAS)
« You must have an understanding of the topics covered in the following courses, or have equivalent
experience:
» NSE 4 FortiGate Security
« NSE 4 FortiGate Infrastructure
« NSE 7 FortiSOAR Design and Development
« Itis also recommended that you have an understanding of the topics covered in the following course,
or have equivalent experience:
« NSE 6 Fortiweb
» NSE 7 Advanced Threat Protection

References:

Course description:
https://training.fortinet.com/local/staticpage/view.php?page=library_security-operations
https://training.fortinet.com/local/staticpage/view.php?page=library_web-application-security
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